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The Electronic Credit Department 

 The Electronic Credit Department 
 Why do it? 

 Faster payments--electronic documents move more quickly  
 Reduce deductions 
 Reduce discrepancies with price, quantity, items ordered 
 Cost and time savings-—reduce administrative expenses.  Labor-intensive 

process as it needs people to accomplish keying-in information and mailing 
 Getting information on credit 
 Paper-based is prone to mistakes like data-entry errors 
 Paper-based leads to excessive inventory and excess cash as waiting for 

checks to clear   
 Competition requires  
 Customer requires  

 

 
 



The E-Credit Sale 

 Credit Enhancements 
 Offer and acceptance of the e-credit sale: Clickwrap 

agreements 
 Contract formation 

 Reliability of assent 
 Credit application online: party signs credit application online or manifests 

intention 
 E-contract may be formed in any manner to show agreement, including 

conduct of the parties 
 Shipment may constitute acceptance 
 The e-contract is formed at the time the e-acceptance is received or e-

performance is received; mailbox rule is rejected 
 The e-contract is formed even though acceptance contains terms that are 

different from the offer, unless the acceptance materially alters the offer 
 

 



The E-Credit Sale 

 The writing requirement: E-credit applications, e-purchase 
orders and e-invoices 
 The statute of frauds 
 The equal credit opportunity act and fair credit reporting in the internet age 

 E-notification denying credit and complying with ECOA 
 E-consents to pull consumer credit reports with FCRA 
 Storing credit applications electronically 

 Posting forms on web pages for retrieval by customers: order 
acknowledgements, shipping confirmation, waybills, PODs, and invoices 

 E-purchase orders 
 E-invoices: developing “shrink-wrap” agreements for posting on web page 

to handle e-purchase orders? 
 Posting trade references on your website: liability?  



Electronic Signatures 

 Electronic Signatures in Global and National Commerce Act 
(ESIGN) 
 Recognizes that digital signatures have the same force as their ink-and-paper 

counterparts 
 Important provisions for vendors: 

 1. Parties to the contract decide on the form of digital signature technology 
used to validate the contract 

 2. Vendors may use e-signatures on checks 
 3. Vendors must require parties to the contract to make at least two clicks of a 

computer to complete a transaction 
 4. Records of e-contracts may be stored electronically 

 Third party signature services, such as DocuSign, help to see documents through 
the entire process, from the credit department to the signer.  After the signer 
confirms their signature, a notification is sent to all attached parties on the 
document/contract 



Electronic Signatures 

 What is a digital signature? 
 Stylus pads, biometrics, fingerprint scans, encryption keys and smart cards 
 Creating a digital signature: visit the website of a digital signature issuer and 

provide data.  Data is validated and a proprietary signature resides in browser of 
applicant’s computer 

 An e-signature is superior to ink and paper signatures as it confirms the document 
and identifies the signer.  Generally, there is no way to take a signature and affix 
it to another statement.  A change in a signed document causes the e-signature 
verification process to fail 

 Using a e-certificate or ID confirmed by a third party provider, a party has the 
ability to e-sign documents and e-mails, confirming that the e-document has come 
from only the intended party and has not been altered 



Electronic Signatures 

 California’s Uniform Electronic Transactions Act (UETA) 
 Case Study: JBB Investment Partners v. Fair 

 California Courts of Appeal reversed trial court’s decision that the defendant’s 
name at the end of his e-mail was an “electronic signature” 

 Plaintiffs sent settlement offer to defendant via e-mail on July 4, 2013 
 On July 5, 2013, defendant sent a number of communications to the plaintiffs 

(e-mail, text, voicemail) indicating that he had agreed to settlement terms 
 Defendant’s e-mail included a printed signature that he had personally typed 

 On July 11, 2013, a draft of the final settlement was sent to the defendant, 
who did not sign the writing and filed suit 

 The issue is whether the defendant’s printed signature on the e-mail responding 
to the settlement offer constituted an “electronic signature” within the meaning of 
UETA, in other words a signature under the law of contract 



Electronic Signatures 
 

 Legal Justification 
 Under the UETA, an “electronic signature” is defined as “an electronic sound, 

symbol, or process attached to or logically associated with an electronic 
record or adopted by a person with the intent to sign the electronic record” 

 It applies, however, only when the parties consent to conduct the transaction 
by electronic means 

 UETA also requires that the signature be “executed or adopted by a person 
with the intent to sign the electronic record”  
 In the JBB Investment Partners v. Fair case, the court reviewed the record 

and concluded that it does not show that the defendant printed his name 
at the end of his e-mail with any intent to formalize an electronic 
transaction 

 Essentially, for an e-mail signature to be binding, the sender must intend to 
formalize the electronic transaction or to authenticate and execute the writing  



The E-Credit Sale 

 Creating and documenting the e-credit sale of goods 
 Quickly processing the e-credit sale 

 Electronic Data Interchange (EDI): Using computer and telecommunications 
to exchange business data 

 Credit professional using electronic scoring model to quickly process 
electronic orders 

 Credit investigations on the internet: Online reference checks.  Checking 
government agencies, UCC filings, corporate status and state licensing 
boards (www.infoctr.edu/swl) 

http://www.infoctr.edu/swl


Mobile Technology in the B2B Setting 

 Smart phones and tablets offer accessibility and portability 
 Tablets have become increasingly prevalent in the B2B setting 

 In the U.S., 92% of Fortune 500 companies are either utilizing tablets in day-to-
day operations or testing them in preparation for deployment 

 Mobile Payment Channels 
 Apple Pay 

 Using Credit Cards to make payments through iPhone or iPad  
 Android Pay 

 Using Credit Cards to make payments through a Google “Android” device 
 Facebook 

 Money travels through conventional payment channels from one bank 
account to another, and arrives after a few hours, or even days 

 Venmo 
 App that instantly transfers money 

 Snapcash 
 Photo sending app “Snapchat” service that competes with Venmo 



Social Media  
 Social Media 

 Antitrust and competition laws apply to all forms of business conduct and contact, 
no matter now “novel” they may be. Social media (Facebook, Linkedin, Twitter, 
blogs, etc.) certainly offers unique marketing options and creates some intriguing 
business opportunities for informal communications, but, at the same time, also 
heightens a company’s risk of committing antitrust or competition law violations 

 Just like e-mail, social media use creates an audit trail, replete with 
documentation highlighting potential violations of antitrust laws 



Disparagement 
 Technology and E-Mail Confidentiality  

 Recent technological developments may provide greater protection from 
confidential e-mails falling into a competitor’s hands 
 The credit professional deleting an e-mail does not mean it is lost from the 

server 
 New e-mail software may send a message to self-destruct after passage of 

time 
 Limit the number of times a message is opened and read 
 Tag messages so that they cannot be forwarded 
 Label messages to prevent cutting, pasting or printing 
 Expires both sent and received e-mail. This means that such e-mails are 

temporary, and from an evidentiary basis, may not fall in the hands of a 
competitor or used in a lawsuit 

 E-mail may also be structured to automatically erase 24 hours after being 
opened, the equivalent of disappearing ink 



Disparagement 
 Encryption 

 Used to keep online communication, like e-mail, private 
 Allows user to block the recipient from pasting, printing, forwarding, or 

accidentally forwarding the e-mail message 
 Encrypting a set of rules with e-mail blocks forwarding the e-mail – a virtual e-mail 

paper shredder 
 The recipient unlocks the e-mail with a key and is bound by the credit 

professional’s terms 
 Benefits to using encrypted e-mail a.  It is confidential information b.  Will not end 

up in a lawsuit 
 Does not open up the door for the credit professional’s company from being 

sued for breaching a confidentiality agreement  
 

 Confidentiality of E-Mail Communications 
 What can the credit professional say about its customer through e-mail: Defaming 

the debtor and privileged communications? 

 



Disparagement 
 Form Confidentiality Disclaimer: 
-----Internet E-mail Confidentiality Disclaimer 
PRIVILEGED / CONFIDENTIAL INFORMATION may be contained in this message.  If 
you are not the addressee indicated in this message or the employee or agent 
responsible for delivering it to the addressee, you are hereby on notice that you are in 
possession of confidential and privileged information.  Any dissemination, distribution, or 
copying of this e-mail is strictly prohibited.  In such case, you should destroy this 
message and kindly notify the sender by reply e-mail. Please advise immediately if you or 
your employer do not consent to Internet e-mail for messages of this kind. Opinions, 
conclusions, and other information in this message that do not relate to the official 
business of my firm shall be understood as neither given nor endorsed by it. 
 

 



Disparagement  

 Defamation in the Internet age  
 Generally, defamation is by either libel (false and unprivileged writing) or slander 

(false and unprivileged verbal statement) 
 Anything written in an e-mail can and will be used against the sender 
 E-Discovery, the court’s request for e-mail records, is a critical part of many legal 

battles 
 E-mail archives are difficult to organize, and old e-mails often times end up 

scattered in various places around hard drives and servers 
 Sony Leak: Hacked e-mails revealed racist messages sent between executives 
 Technology security firms: VeriSign Inc., Entrust Technologies, Inc., Ilumin, Inc. 
 Spam: blocking unsolicited e-mail 
 



E-Discovery 
 Definition of Discoverable Material 

 Any type of information that can be stored electronically 
 Early Attention to Electronic Discovery Issues 
 Format and Production 
 “Safe Harbor” 

 Court may not impose sanction on a party for failing to provide electronically 
stored information lost as a result of routine 

 E-mail and Litigation   
 Confidentiality Agreement 

 Consider a common situation:  a credit professional will receive financial 
information from a customer where the credit professional must sign a 
confidentiality agreement and agree to keep the information confidential 

 The credit professional must take reasonable  steps to maintain the secrecy 
of the documents 

 The standard confidentiality agreement provides that the credit professional’s 
company may be liable for damages if the confidential information is leaked 

 



E-Discovery 

 Problems from a litigation standpoint 
 Creates a lasting record, unlike a phone call that is temporary 
 A vendor can be compelled to produce e-mailed material in litigation, unless 

otherwise privileged 
 If the credit professional’s company has a uniform policy of e-mail expirations 

or shredding its e-mail unless it has some future value, the company 
embroiled in litigation may not be punished by a court if it does not turn over 
the information 

 Costly electronic discovery consultant frequently must be retained to index 
and search the data 

 A strict time limit is placed on when data must be produced 

 



E-Discovery 

 E-mail meaning can be construed in a customer dispute 
 E-mail can be used to assist in a testimony whereas a phone 

conversation is easily forgotten 
 With electronic discovery, e-mail versions that preceded the final 

document and e-mail exchanges involving everyone who viewed the 
document may be ordered produced 

 Seemingly unimportant e-mail messages can often support a 
company’s claims of innocence 

 A deleted e-mail trail can both weaken an organization’s defense and 
lead to a presumption of guilt 

 Archiving E-Mails 
 If the vendor is embroiled in litigation it may make sense to retain the e- mail to 

avoid  a negative suggestion 
 Archiving saved e-mails can be problematic when attempting to retrieve the 

stored e-mail 
 

 



E-Discovery  
 E-Mail Retention Policies 

 Introduction 
 Companies Face Problems with their Retention Policies 

 E-mail retention has risks that the credit professional should be aware of. 
What steps can the credit professional take to remain informed? What 
steps should the credit professional take to keep the e-mail confidential 
and out of a lawsuit? What of antitrust issues with sharing customer 
information via e-mail with competitors? 

 Retaining records can be costly, both in terms of litigation discovery costs and 
liability from unintended distribution 

 Sophisticated document management programs save, in addition to the 
records themselves, such data as the author of the document, prior versions 
and drafts, who made revisions to records and when, and who accessed or 
received the record by e-mail 
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B2B Goes Electronic: Perceived 
Benefits of Using Electronic Payments 

in B2B Setting 

Source: 2013 Association for Financial Professionals Electronic Payments Survey 
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Revenues 

< $1 B  
Revenues 

> $1 B  
< 1,000 

B2B / mo  
> 5,000 

B2B / mo 

% of organizations rating benefit 
among their top three 

 Cost savings     54%    60%   42%    68% 
 Improved Cash Forecasting 47 47 52 46 
 Fraud control  35 42 41 39 
 More efficient reconciliation 38 35 38 30 
 Working capital improvement 29 25 37 23 
 Straight-through processing to  A/P or A/R 25 25 21 27 
 Better supplier/customer relations 28 22 25 20 
 Reduction in days sales outstanding 20 19 24 18 
 Ability to take early payment discounts 10 19 10 24 



Electronic Payment Adoption Rates 
Slowly Growing; Checks Declining 

22 Sources: 2007 and 2013 Association for Financial Professionals Electronic Payments Survey 
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Electronic Payment Channels 
 E-Check/Check by Fax/Check 21 

 Paper check truncation and electronic presentment 
 Takes the place of the hard copy and has same legal authority 
 Legal and Regulatory Setting 

 Check-21 Act 
 Electronic Funds Transfer Act (EFTA) 
 Article 3 of the U.C.C. 

 Disputes and Payment Recovery 
 Accord and Satisfaction 
 Bad Check Laws 
 Warranty of Electronic Check’s Validity 

 Going Forward 
 Given that the majority of B2B payments are made by check, e-checks will 

persist. However, they will eventually decline in usage alongside their paper 
counterparts as more efficient systems become the norm 

 



Electronic Payment Channels 
 E-Check/Check by Fax/Check 21 
 Opportunities and Downsides 

 For the Vendor? 
 Faster processing (clearance in hours instead of days/weeks) 
 Lower admin expense 
 Eliminates check float period 
 Faster NSF notifications 
 However, may receive more NSF checks on account of reduced clearance time 

 For the Customer? 
 Faster processing and lower admin expense (according to Federal Reserve Bank of 

Philadelphia, electronic checks saved customers $1.16 billion in 2010) 
 Increased security measures reduces fraud risk 
 However, sensitive information still divulged with every check 
 Eliminates check float period and the de facto extended terms 
 More NSF checks? 

 



Electronic Payment Channels 

 ACH 
 Legal and Regulatory Setting 

 Operating rules promulgated by the National Automated Clearing House 
Association (NACHA) 

 Disputes and Payment Recovery 
 Insufficient funds 
 Stop payment 
 Unauthorized transaction 
 At certain point original depository financial institution (ODFI) assumes credit risk 

 Privacy Concerns 
 Vendors must divulge bank account and routing numbers in order to accept 

customer’s ACH payment. These numbers are vulnerable to phishing emails 

 Going Forward 
 In 2013, there was a 4.69% increase in ACH transaction volume and a 5.97% 

increase in ACH dollar volume 
 



Electronic Payment Channels 

 ACH 
 Opportunities and Downsides 
 For Vendors? 

 Reduced processing time and admin expense 
 Convenience, especially with recurring payments 
 Increased likelihood of insufficient funds 
 Not necessarily instant (potential transaction delays) 
 Must be set up on an ACH network (added infrastructure) 
 Risk of ACH fraud (phishing emails can steal account and routing numbers) 

 For Customers? 
 Reduced processing time and admin expense 
 Convenience 
 More secure than check 
 However, still at risk for ACH fraud 
 Increased likelihood of insufficient funds 
 Must be set up on an ACH network 

 



Electronic Payment Channels 

 Wire 
 Legal and Regulatory Setting 

 Article 4A of the U.C.C. covers wire transfers on the CHIPS network 
 Federal Regulation J covers wire transfers on the FedWire network 

 Disputes and Payment Recoveries 
 Generally no chargebacks, but receiving bank may allow cancellation or 

amendment to payment order 

 Privacy Concerns 
 Like ACH, acceptance of wire transfers requires vendor to divulge sensitive 

account information 
 However, wire transfers are generally safer than other electronic channels 

(especially compared to unsecured internet connection) 

 Going Forward 
 Wire transfer activity has fluctuated over last decade, but, from January 2013 

to January 2014, the aggregate wire transfer value on FedWire increased by 
33.45%, while the average daily transfer increased by 27.5% 

 



Electronic Payment Channels 

 Wire 
 Opportunities and Downsides 

 For Vendors? 
 Faster processing than ACH (immediate or same day transfers). FedWire is a 

real-time gross settlement system and faster than counterpart, CHIPS 
 Improved cash flow 
 High cost (more expensive than ACH) 

 For Customers? 
 More secure than ACH or check 
 High cost 
 Instant processing = no de facto extended terms 

 



Electronic Payment Channels 

 Credit Card 
 Drawn on line of credit 

offered to the business by 
the bank 

 Can be corporate credit 
card or personal card held 
by customer’s principal 

 Vendor’s right to surcharge 
 Brand level/product level 
 Max surcharge cap 
 Stratification 
 Anti-surcharge legislation 

 



Electronic Payment Channels 
 Credit Card 

 Opportunities and Downsides 
 For the Vendor? 

 Immediate remittance 
 Minimizes bankruptcy risk 
 More accurate and timely financial reporting 
 Reduce credit approval and collection activities 
 By making reduced terms of sale a prerequisite for credit card acceptance, vendors 

enjoy: Reduced credit risk, improved cash flow and DSO, and reduced A/R 
 Increased cost, via transaction fees. Profit margin erosion. 
 Though these can be offset with surcharge, the surcharge may alienate customers 
 Chargeback risk 

 For the Customer? 
 30 days to pay statement helps customer pay within vendor’s terms without 

sacrificing working capital 
 Convenience 
 Eliminates A/P processing costs 
 For personal cards: points and airline miles rewards 
 May have to pay surcharge fee in order to pay with card 

 



Protected Financial Information 
 Protected Financial Information 

 Protected information includes a person’s first and last name combined with a 
Social Security number, credit card numbers, driver’s license numbers, and 
checking accounts. 

 Protected Information also includes credit history and payment information 
including credit applications.  
 

 Gathering, Storing, and Sharing A Customer’s Financial Information  
 State Privacy Laws 

 46 states have enacted privacy laws 
 Fair Credit Reporting Act  
 FACT Act 
 5 
 ECOA 
 Confidentiality Agreement 



Protected Financial Information 
 Antitrust and The Credit Department In the Internet Age 

 Pre-Sale Investigation: Gathering Information About the 
Customer, Including Exchange of Credit Information 
 Credit Evaluation 

 Trade references: Sharing customer information with competitors 
 Discussion with competitors 

  Sharing Customer Payment Information with Industry Group 
 Internet credit exchanges 

 Supervised on-line exchange of credit information likely to follow Cement 
Manufacturers’ Case 

  Watch for privacy issues 
 Inform e-mail exchanges may be viewed as collusive activity 
 Sharing of credit information electronically has not changed the Cement 

Manufacturers holding 
 Refusing to Sell a Customer 
 Setting terms and trade concessions 



Antitrust Laws and the Credit Team 
Flow Chart 



Antitrust Laws and the Credit Team 
Flow Chart 



Employer/Employee Internet Activities  

 Employer/Employee Internet Activity and Violations  
 A.  Computer Forensics: Employers monitor employee electronic communications 

to catch too much time surfing the Internet to stealing company secrets to illicit 
jokes 

 B.  E-mail appears private, but is not and is accessible to the employer. Every e- 
mail leaves a record that is retrievable by the employer 

 C.  John Doe lawsuit: unmasking online anonymous critics who make comments 
about the company, such as the company’s rising prices and quality of product 
and management, on e-message boards by subpoenaing Yahoo and AOL to 
obtain customer information.  Violation of employer/employee agreement or free 
speech?  John Doe lawsuits breaking the Internet’s veil of anonymity and halting 
online criticism? 

 



Internet Technology (IT) Group 
 The best way to produce well-informed responses is to have an e-

discovery response team in place as part of the business plan 
 Having a team to monitor triggering events and react accordingly is the only way 

to comply with the amendments’ new demands 

 Making up the team 
 Should be comprised of: chief information officer, chief financial officer and/or 

director of credit, and general counsel working with outside counsel 
 Team will oversee preservation  of data and will coordinate  the efficient 

production of discovery mandated by the Amendments  

 Privacy Policy and Notices   
 People’s names, such as with a guarantor or an individual credit card paying 

customer, should be kept separate  from their other personal information, e.g., 
Social Security number and credit card number 

 



Internet Technology (IT) Group 

 Protecting Customer Privacy 
 The credit professional’s company should adopt a policy regarding notification of 

customers in the event of a security breach, storing private information, and 
sharing private information with third parties 

 To reduce the risk of a security breach, employee access to customers’ private 
financial information should be restricted by funneling credit card transactions 
through a password 

 



Internet Technology (IT) Group 

 Complying with Privacy Law 
 Under model law, a company is required to give prompt notice to a customer after 

a security breach, through e-mail or regular mail 
 Failure by a company to disclose a security breach may lead to liability, even 

if the personal information is never used for unlawful purposes 
 Security 

 In addition to privacy notices, privacy laws require a customer’s information to 
be secure. Personal information should be protected by reasonable  security 
safeguards against such risks as loss or unintended disclosure of customers’ 
information 

 



Internet Technology (IT Group) 

 Privacy 
 Written Manual 

 The vendor should have a company manual advising of its privacy policy 
 Training 

 Train credit and sales as to the privacy policy 
 Privacy laws apply to agents of the company cloaked with authority to request 

personal financial information from a customer 
 Perhaps the biggest risk for a company in this area is the theft of a company 

laptop 
 Some companies have employed a Chief Privacy Officer or an information 

manager to comply with privacy policy 
 Credit Application 

 The credit application dealing with the sole proprietor and general partner 
should disclose the policy of keeping personal financial information secure 

 Personal Guarantee 
 The personal guarantee should likewise disclose the policy of keeping 

personal financial information secure. 
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